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Time-Varying Jamming Modeling and Classification

Lei Zhang, Jian Ren, and Tongtong Li

Abstract—In this correspondence, we provide a general jamming model,
through which all the existing models can be summarized and extended to
the time-varying case under one unified framework. We analyze the time
varying jamming power spectral density, and propose a new jamming clas-
sification scheme by introducing the concepts of time-varying jamming co-
herence time and time-frequency jamming coherence bandwidth. Specific
methods on power spectrum estimation are provided for time-varying jam-
ming that is stationary or locally stationary.

Index Terms—Cognitive jamming, power spectrum, time-frequency
analysis.

I. INTRODUCTION

One of the most commonly used techniques for limiting the effec-
tiveness of an opponent’s communications is referred to as jamming.
Intentional jamming, also known as hostile jamming, intends to dis-
able the legitimate transmission by saturating the receiver with noise
or false information through deliberate radiation of radio signals, and
thus significantly decreasing the signal-to-interference-plus-noise ratio
(SINR). In literature, jamming signals are generally categorized into
the following three classes.

i) Band jamming, generally modeled as a zero-mean wide sense
stationary Gaussian random process with a flat power spectral
density (PSD) over the bandwidth of interest. Band jamming is
further classified into full-band jamming [1] and partial-band
jamming [2].

ii) Tone jamming, typically a sinusoid waveform whose power is
concentrated on the carrier frequency. Tone jamming includes
single-tone jamming and multi-tone jamming [3].

iii) Partial-time jamming, modeled as a two-state Markov process,
for which the jammer is on in state 1, and is off in state 0. State 1
occurs with probability of �, and state 0 occurs with probability
�� � �� [4].

Existing work on jamming detection and jamming prevention was
generally targeted at a particular jamming model at a time. That is, the
jamming pattern is assumed to be known and invariant during the signal
transmission period, see [5], [6], for example. In practice, however, the
jammer may very likely switch frequently from one pattern to another,
with each jamming pattern only lasting a very short period of time. In
other words, the jammer may launch smart, cognitive jamming, also
known as adaptive jamming or time-varying jamming. Note that no
particular anti-jamming system is effective under all jamming attacks.
For optimum jamming mitigation, the transmitter has to be cognitive
as well. Cognitive jamming modeling and classification are critical for
dynamic anti-jamming system design.
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This correspondence focuses on cognitive jamming modeling and
classification based on time-frequency analysis. We introduce the
concepts of time-varying jamming coherence time and time-frequency
jamming coherence bandwidth. By comparing the time-varying
jamming coherence time with the signal symbol period, we classify
the jamming into fast jamming and slow jamming; By comparing
the time-frequency jamming coherence bandwidth with the signal
bandwidth, we classify the jamming into flat jamming and frequency
selective jamming. Note that at one time instant, the jamming coher-
ence bandwidth may vary from one frequency to another. Therefore, a
multi-band signal may experience flat jamming and frequency selec-
tive jamming simultaneously at different frequency bands. Algorithms
based on time-frequency analysis and approximation theory are de-
veloped to estimate the time-varying jamming coherence time and the
time-frequency coherence bandwidth for both stationary and locally
stationary jamming. Simulation results are provided to demonstrate
the proposed approaches.

II. COGNITIVE JAMMING MODELING AND CLASSIFICATION

In this section, we will focus on the characterization of hostile jam-
ming through time-frequency analysis of the jamming statistics.

A. Jamming Modeling Using Time-Varying Power Spectral Density

We start with a single-input single-output AWGN channel. Let ����
be the transmitted signal, then the received signal can be written as

���� � ���� � ���� � ���� (1)

where ���� is the white Gaussian noise, ���� represents the hostile
jamming signal. ���� can either be stationary or nonstationary. Let
�� ��� 	� � 
����� 	 ������ be the autocorrelation function of ����.
The time-varying power spectral density is defined as

����� �� � � ������ 	�� �
�

��

����� 	�
������

�	� (2)

The time-varying jamming power is given by �� ��� �
�

��

����� ���� . We assume that �� ��� is finite and �� ��� � ������,
where ������ is the maximum jamming power. The reason that we
allow the jamming power to be time-varying, rather than always using
the total available jamming power, is because that strong jamming
that uses the whole jamming power may not always be the worst
jamming [7]. If ���� is wide-sense stationary, then ����� 	�� ����� ��
and �� ��� all become time-invariant.

It turns out that all the existing jamming models can be character-
ized using the time-varying power spectral density, �� ��� ��. In fact,
let �� and �� be the start and ending frequency of the available fre-
quency band, respectively, ���� ��� the time duration period of the mes-
sage signal, and �� the constant jamming power.

• If ����� �� � �

� ��

�
� �� � �� � ���� ���� �� � ���� ���, then

���� with PSD ����� �� is reduced to the traditional full-band
jamming. Partial-band jamming can be defined in a similar
manner.

• If �� ��� �� � ����� � ������ � ���� ���, where �� � ���� ���
and � is the Dirac delta function, then we obtain the single-tone
jamming. For multi-tone jamming,

����� �� �

	

���

�� ��� ����� � ���� ����

	

���

�� ��� �� � �� (3)

where � is the number of jamming tones, and �� ��� �� stands for
the jamming power allocated for the �th tone �� .
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• If �� � ���� ���,

�� ��� �� �
�� if � � ���� ��� or � � ���� ���
�

� ��
� if � � ���� ���

(4)

where �� and �� ��� � ��� are certain intermediate time instants
within ���� ���, then we obtain the partial-time jamming.

Motivated by the observations above, we propose to model ����
through 2D analysis of �� ��� �� and its Fourier transform ����� ��.

B. Jamming Classification Based on Time-frequency Analysis

In this section, we introduce the concepts of time-varying jamming
coherence time and time-frequency jamming coherence bandwidth for
����.

• Time-varying jamming coherence time: For a given time instant
�, let ��� ������ be the period over which �� ��� �� is essentially
non-zero and flat. This implies that ���� � � and ���� are highly
correlated when � � �����. We define ����� as the time-varying
jamming coherence time of ����. ����� is used to characterize the
time-varying nature of ���� in the time domain. In other words,
����� is a statistical measure of the time duration over which ����
is essentially invariant.

• Time-frequency jamming coherence bandwidth: For a given time
instant � and frequency 	, let �	 � � ��	
�

�
� 	 � � ��	
�

�
� be the

frequency range over which the magnitude of the time-varying
jamming PSD, ��� ��� ���, is essentially nonzero and can be con-
sidered to be flat. That is, at time instant �, two frequency compo-
nents around 	 with separation greater than 
���� 	� are affected
differently by the jamming. We define 
���� 	� as the time-fre-
quency jamming coherence bandwidth at time � and frequency 	.

Let �� and 
� be the symbol period and bandwidth of the informa-
tion signal, respectively, where �� and 
� can be time-varying as well,
such as in adaptive transmitters. We further introduce the following
jamming classification criteria.

• For any given time instant �, if �� � �����, then it means that
the jamming changes rapidly within the symbol duration of the
signal, we say that the signal is experiencing fast jamming at time
�. Otherwise, we say that the signal is experiencing slow jamming.

• For any given time instant �, let ����� be the center frequency of
the signal. If 
���� ������ � 
�, that is, the jamming coherence
bandwidth at 	 � ����� is larger than the signal bandwidth, we
say that the signal is experiencing flat jamming at time �. Oth-
erwise, we say that the signal is experiencing frequency selective
jamming. For multi-carrier signals,
���� 	� needs to be evaluated
at each carrier frequency. Therefore, a multi-band signal may ex-
perience flat jamming and frequency selective jamming simulta-
neously at different frequency bands.

III. ESTIMATION OF TIME-VARYING JAMMING COHERENCE TIME AND

TIME-FREQUENCY JAMMING COHERENCE BANDWIDTH

For jamming classification, we consider two scenarios: i) ���� is
stationary and ii)���� is locally stationary [8], [9], which means that for
any �, there exists a time interval of size ����, ��� ����

�
� �� ����

�
�, such that

���� can be approximated by a stationary process within this interval.
The size of the intervals, ���� may change with time �. This assumption
is reasonable in the sense that a particular jamming pattern may last for
a short time and then the jammer switches to another pattern.

A. Stationary Jamming

When ���� is stationary, the autocorrelation function ����� �� �
���� � � ������ and its Fourier transform ����� �� are both inde-
pendent of �. We have �� ��� � ���� � � ������ and ����� �

Fig. 1. An example of window functions.

�������� �
�

��
�� ����

������� . In this case, ����� and
���� 	�
become time-invariant, and are denoted as �� and 
��	�, respectively.

By definition, ��� ��� is the period over which �� ��� is flat and es-
sentially nonzero. That is,

��� ���� � ���� ��� (5)

where �� � ����� ��	�� is a predefined constant for coherence time
estimation.

For any given frequency 	, let �	 � � �
�
�

� 	 � � �
�
�

� be the fre-
quency range over which ����� is essentially nonzero and can be con-
sidered to be flat. Consider the case that �� ��� has only one main lobe
in the positive frequency range, centered at ��. i) When �� � �, ����
is a baseband stationary process. For 	 � �, 
���� can be estimated
through

�

��� ����
��� 	 ��
��


�
� (6)

where �� � ����� ��	�� is a predefined constant for coherence band-
width estimation [10]. For any 	 �� �, 
��	� can be estimated from

���� as 
��	� � 
����� 
�	�, if � � �	� � � ���

�
; 
��	� � �, if

�	� 	 � ���
�

. ii) When �� � �, ���� is a passband stationary process.
For �	� � ��, 
��	� can be estimated through

� �

� �

��� ����
��� 	

��



��


�
�� (7)

For �	� �� ��, 
��	� can be estimated from 
����� as: 
��	� �

����� � 

	� � ���, if � � 
	� � ��� �

� �� �
�

; 
���� � �, if

	� � ��� 	

� �� �
�

.

B. Locally Stationary Jamming

1) Definition: First, partition the active time axis into intervals
���� ����� of size �� � ���� � ��, with ����� �� � � and
������ �� � ��. We cover each interval ���� ����� with a
window function �����. As shown in Fig. 1, we construct the window
function ����� such that it satisfies the following conditions: i) For
�� � , the support of ����� only intersects with the support of
������� and �������. The supports of ����� and ������� intersects in
��� � ��� �� � ���. ii) ����� and ������� are symmetric with respect
to ��, i.e., ����� � �����
�� � �� over ��� � ��� �� � ���. iii) For
�� � , �

���� �������
� � �. It can be shown that under these three

conditions, the local cosine family defined by

��	���� � �����



��
���

��� � ��
�

��
��� ���

�� 	��

(8)

formulates an orthonormal basis of ��� � [11]. From (8), we can see
that the support of ��	���� is ��� � ��� ���� � �����, and its center
frequency is ��	� � ��������

�
.

For �� ��� �� � ����� � ������, let � � �� � , then �� ��� �� can
be rewritten as �� ��� �� � ����������. For �� � ��� �, define the
covariance operator by

����� �

�

��

�� ��� ��������� (9)
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Following [11], locally stationary jamming processes can be defined as
follows.

Definition 1: A jamming ���� is said to be locally stationary if there
exists a local cosine basis ����������� ��� such that for some con-
stant � � � and � � �, we have that for all � �� 	,

����
�� 
��

�	
�
�� 
��
� ���� 	��� (10)

and for all � � �, we can find a constant � such that for all
��� 	� �� �� � � � �,

�	������ ����
� �
�

������ 	��� �� � �����
�� 
������� � ��������
�

Here, �
�� specify the supports of ��������� and indicate the inter-
vals over which ���� is approximately stationary. Condition (11) im-
plies that �	������ ����
� decays rapidly as we increase �� � 	� and
����� � ���� �. This means that the operator � is “almost” diagonalized
by ���������. In other words, each ������� is “almost” an eigenvector
of � .

2) Best Basis Search and Spectrum Estimation: Let ���������
be an orthonormal basis of ��� �, which implies that for any ���� �
��� �, ���� can be decomposed as ���� �

�� 	�� ��
�����. It
follows that ����� �

�� 	�� ��
������. That is, the operator � is
completely determined by ������. For any � � ,

������ �
��

	���� ��
������ (11)

Note that, in practice, ����� can only be approximated by a finite
sum. A natural question is: for a fixed number of items in the sum,
which basis will result in the best approximation? Let � � ��	�	��
be a dictionary of orthonormal basis �	 � ��	���� of ��� �, in-
dexed by � � � where � denotes the collection of all the index sets in
the dictionary. Define �

	


 as

	�	


�
	
�� �

	
�
 �

	��	�� �	�
� if ����� � �

�� Otherwise.
(12)

For a fixed � , the best basis is the one which minimizes the norm
� � �

	


�, defined as

� ��
	


� � ��
��� ��

�� ��
	


��� � (13)

Since local cosine functions are approximate eigenvectors of the cor-
responding covariance operator � , we search the best basis in a dictio-
nary of local cosine bases, with � � � in (12) such that the operator
� is diagonalized. Once the best basis ��	� ���� is selected, we have

�� ��� �� �


���



���

� �	�� �	� 
 	�� �	� 
��	� ����	� ���� (14)

Following from (11) and (14), we have

�� ��� �� �


���



���

	��
	
� � �

	
� 
�	� ����	� ��� (15)

�



���

	��
	
� � �

	
� 
�	� ����	� ���� (16)

Let �� � 	��	� � �	� 
 � ���	���	� 
���, then the time-varying auto-
correlation function can be estimated as

�� ��� �� �


���

���
	
� ����	� ��� � �� (17)

Let �� and �� denote the center time and the center frequency corre-
sponding to the local cosine function1 �	� , respectively. That is,

�
	
� ��� � �� ��� �������  ��� (18)

In the time domain, the smooth function �� ��� is approximately
nonzero and flat over the time support ��� � ��� �

�
� �� � ��� �

�
�.

Assuming ���� has a finite duration, and can be covered by !

window functions ����������� associated with the best basis functions
��	� ����. Let�� denote the set of indexes for the best basis functions
corresponding to �����. Then, �� ��� � �

�
����� for any � � ��,

and ������� � ��� � � � � "�. We have

��� ��� �� �

�

���

�


�
���������� � �

�
���

��� �������  �� ������� ��� �  �� � (19)

where ��� � �
�

�

��� �	�
�� �	� 
��. For any �, ����� can then be esti-

mated from ��� ��� �� using the method described in (5).
Taking Fourier transform on both sides of (19), we have

�#���� �� �

�

���

�


�
�����$

�����

���

��� �������  ��

� %� � �
��

�&
$
�� �%� � �

��

�&
$
��� (20)

where %���� �
�

��
�����$

�������� . For any � and ', ����� '� can

be estimated from � �#���� ��� using the method described in (6), (7).

C. Binary Tree Based Basis Search Algorithm

We now discuss a practical binary tree based algorithm for fast “best
basis” search.

1) Dictionary Construction: To reduce the complexity of the best
basis search, a dictionary with admissible binary tree structure is pre-
ferred [12]. The admissible binary tree is defined by any binary tree
whose nodes have either 0 or 2 branches. Each tree node corresponds
to a time interval. Assume the jamming ���� is observed over � � � �
( . The root of the tree corresponds to the whole time interval ���( �.
The left and right branch nodes correspond to the time interval ��� �

�
�

and ��
�
�( �, respectively. Each node is further split until the tree depth

"� is reached. The node ��� �� at depth � and position � corresponds to
the time interval ��(��� � �����(��� �. The window function ������
is used to cover the time interval corresponding to each node ��� ��.
Given a smooth function )��� which satisfies: )��� � � if � � �*,
)��� � � if � � *, and )���� � )����� � �. The window function
can be constructed as

�
�
�����

)��� �(����� if � � �(��� � *�

�� if �(��� � * � �

� ��� ��(��� � *�

) ��� ��(��� � � � if � � ��� ��(��� � *�

(21)

where (��� � �*. (See Fig. 5 in [11] for the illustration of a full ad-
missible binary tree with corresponding window functions.) Note that

1The local cosine function � ��� defined in (8) can be represented
as � ��� � � ��� ����� � � � � with � � �� � � �,

� ��� � � ���, � � and � � �� � .



IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 60, NO. 7, JULY 2012 3905

Fig. 2. Example 1: The true and estimated jamming power spectral density � ���. (a) Noise-free case; (b) Noisy case: JNR � 10 dB.

the window function ������ is associated with the local cosine family
through

�
�

������ � �
�
����

�

����
��� � � �

	

�

�������

����
(22)

where 
 � � � ���� . For leaf nodes from the admissible binary
tree indexed by 	, i.e., ��
 �� � 	, the local cosine family �� �
������������������������ formulates an orthogonal basis [12]. The
dictionary � � ������� is constructed with all admissible binary
trees of depth no more than �� .

2) Best Basis Search Using Dynamic Programming: Let��
 �� �
�� ��
��� � �������

�. The Hilbert–Schmidt norm of the diagonal operator
�
�
� defined in (12) can be estimated as 	��

� 	
�
	 � ������� ��
 ��.

To obtain the best basis, we need to search in the dictionary for best
basis that maximizes 	��

� 	
�
	. Let ��� denote the set of basis functions

���������������� and 
�
� the set of best basis functions associated

with node ��
 ��. It can be shown that 	��
� 	

�
	

is maximized if we con-
struct the 
�

� using the following rule [12]:


�
� �


��
��� �


����
��� 
 if ��
 �� � ���
 � � 	�

����� 	
 � � 	�


��� 
 otherwise.
(23)

By making best basis selection at each node recursively using
bottom-up progression, the overall best basis can be determined at the

root node �� � 
�
� . The computational complexity of the best basis

search is reduced to ��� ����� ���. The best basis search scheme is
summarized in Algorithm 1.

Algorithm 1: The Best Basis Search Algorithm

for � � �� � 	� � �	 � 
 and � � 
 � ��� � 	� do

Compute ��
 �� � �� ��
��� � �������

�

if � �� � � 	 then

Mark node ��
 �� as leaf

else

if ��
 �� � ���
 � � 	� � ���� 	
 � � 	� then

Mark node ��
 �� as leaf

else

Leave node ��
 �� unmarked and
��
 �� � ���
 � � 	� � ���� 	
 � � 	�

end if

end if

end for

Remark 1: In literature, discussions on spectrum estimation for non-
stationary signals have generally been limited to the cases where the
signal can somehow be “mapped to” a stationary process. For example,
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Fig. 3. Example 2: The true PSD and the PSD estimated under noisy environment. (a) True �� ��� ��� and (b) Estimated �� ��� ���.

the “evolutionary spectral analysis” deals with a non-stationary spec-
trum whose physical interpretation is similar to that of a stationary
spectrum. In this correspondence, we limit our discussion on non-sta-
tionary jamming to locally stationary jamming. Interested readers can
find more information about this topic in [13] and [14].

IV. SIMULATION RESULTS

In this section, we illustrate the estimation of the time-varying jam-
ming coherence time and the time-frequency jamming coherence band-
width through simulation examples. � � ���� samples are obtained
from the random jamming process, which is assumed to be real-valued
zero-mean Gaussian. The time duration of the jamming is normalized
to 1, and the frequency is normalized by the sampling rate. The jam-
ming-to-noise ratio (JNR) is defined as the ratio of the jamming power
to the noise power.

Example 1—Stationary Jamming: The jamming here has coherence
time �� � �

����
, and coherence bandwidth ����� � ����	�. We

consider both the noise-free case and noisy case with JNR � 10 dB.
We use the Welch–Bartlett method [15] to estimate the jamming PSD
�� ���, and choose �� � ��	, �� � ���	. The true and estimated
�� ��� are illustrated in Fig. 2. In the noisy case, the estimated jamming

coherence time and bandwidth are 
�� � �

����
and 
����� � ����		,

respectively.
Example 2—Locally Stationary Jamming: In this example, the jam-

ming consists of 3 stationary intervals with equal length. The JNRs in
the three intervals are set to be (10, 15, 15)dB, respectively, and the
normalized center frequencies of ����	 �� in the three intervals are
(0,0.15,0.3), respectively. The estimated best basis consists of local
cosine functions associated with 5 different window supports, corre-
sponding to intervals 
� � 
�. The true and estimated ��� ��	 ��� are
illustrated in Fig. 3, respectively. It can be observed that � 
����	 ���
concentrates within the same time-frequency areas as ��� ��	 ���. Take
� � �����	 and � � ���	 as an example, ��������	� � �

����
and

��������		���	� � �����. With �� � ��	, �� � ���, the estimated
results are: 
��������	� �

�

����
and 
��������		���	� � ������.

V. CONCLUSION

This correspondence provides a 2D framework for cognitive
jamming modeling and classification, through which all the existing
jamming models can be summarized and extended to the time-varying
case under one general scheme. By analyzing the time varying power
spectral density, we introduce the concepts of time-varying jamming
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coherence time and coherence bandwidth, and classify jamming as fast
versus slow jamming, and flat versus frequency selective jamming. We
provide specific methods on PSD estimation for time-varying jamming
that is stationary or locally stationary. Classification for non-stationary
jamming that is not locally stationary still needs further investigation.
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Cooperative Localization and Tracking of
Mobile Ad Hoc Networks

Liang Dong

Abstract—Cooperative localization and tracking technique relies on pair-
wise measurements to jointly estimate the positions and the velocities of
multiple nodes in a mobile ad hoc network. The pairwise measurements
include the range and the radial velocity between the transmitting and
receiving nodes. For a large-scale network, we formulate the state-space
models for the subsystems and develop the distributed extended Kalman fil-
ters for cooperative localization and tracking. The decentralized approach
takes into account the limited resources of node memory, embedded com-
putation, and communication bandwidth. The algorithm works well in a
sparsely connected mobile network and can adapt to changes in network
connectivity. Numerical results show that the performances of the decen-
tralized cooperative localization and node velocity estimation are close to
the posterior Cramér–Rao lower bounds of the centralized approach.

Index Terms—Adaptive signal processing, cooperative systems, dis-
tributed algorithms, estimation theory, Kalman filters, mobile ad hoc
networks.

I. INTRODUCTION

Without fixed infrastructure or centralized administration in a wire-
less ad hoc network, the knowledge of node positions plays an impor-
tant role in network operation. Moreover, mobility awareness and man-
agement are essential in a mobile ad hoc network (MANET). Coopera-
tive localization provides relative positions of wireless nodes based on
pairwise measurements between the transmitting and receiving nodes
[1], [2]. Multidimensional scaling (MDS) [3] can be used as an effective
technique that transforms pairwise distance information into relative
coordinates of nodes [4], [5]. Given the underlying statistical models of
the range measurements, a maximum-likelihood estimator (MLE) can
be used, trading complexity with accuracy [6], [7]. The maximum-like-
lihood estimator requires centralized data processing and there is no
guarantee of global convergence. Multidimensional scaling can ini-
tialize the maximum-likelihood estimator to achieve superior perfor-
mance [8]. Semidefinite programming relaxation to maximum-likeli-
hood estimator formulation can be used to ensure a global solution. The
localization problem can be formulated as a special case of the general
semidefinite programming-based approach for solving the graph real-
ization problem [9]. Doherty et al. introduced an approach to sensor
position estimation that uses convex optimization [10]. Chan et al. de-
rived subspace methods for node localization in a fully connected wire-
less network based on range measurements [11]. With a prior proba-
bility distribution of the node positions, Xi et al. employed a Bayesian
minimum mean-square error (MMSE) estimator for cooperative local-
ization [12]. Huang and Záruba designed a probabilistic localization
method based on particle filtering for an ad hoc heterogeneous network
where different nodes may have different sensory capacities [13].

In MANET, radial velocity between the transmitting and receiving
nodes is an additional metric that can be exploited for cooperative lo-
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